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ICP Communication Devices

SIM-Lock

1. General

SIM-Locking is limiting the use of the phone with certain SIM cards only (e.g. certain network operators or service providers).
This means when SIM-Lock is activated only the SIM-Card of a particular provider can be used (excluding Network Subset SIM-Lock as described below).

2. SIM-Lock types

2.1. Network SIM-Lock:
The phone can only be used with the SIM card of a particular network operator. (for details please see paragraph 3)

2.2. Service Provider SIM-Lock:
The phone can only be used with the SIM card of a particular service provider for only one defined net.
Only SIM cards containing the data field for Service Provider ID (SPI) are usable! (for details please see paragraph 4)

2.3. 1:1 SIM-Lock:
The phone can only be used with just one single SIM card. (for details please see paragraph 5)

2.4. Network Subset SIM-Lock:
The phone can only be used with special SIM cards of a particular network provider. (for details please see paragraph 6)


Please note:
All mentioned SIM-Lock types can be activated separately or in 



combination (please see paragraph 9).

3. Network SIM-Lock

The configuration file of the phone will be extended with the Mobile Country Code (MCC) and Mobile Network Code (MNC) of the specific network provider.
After the phone is switched on it will compare this data about MCC and MNC with the first five digits of the International Mobile Subscriber Identity (IMSI) number stored on the SIM card. The first five digits of the IMSI contain the MCC and MNC of the operator. Logging in to any available network will only be started in case the codes are identical.




Optionally, the phone can also be prepared for the Network SIM-Lock, meaning that these phones carry the SIM-Lock feature, but there are no actual values in the configuration file yet.
In this case the phone will automatically lock on the network operator whose SIM card was inserted if the phone is switched on. This means that during this first switching on process the phone will read the MCC and MNC from the SIM card and will add this information to its configuration file.
Please note:
After the phone is turned on it must register to the network or at



least has to start network search before it is allowed to turn it off 



again. Switching off only must be done by using the ON/OFF 



button, because otherwise the phone can be damaged.

Swap RF/control boards normally are only offered as SIM-Lock prepared.

Deactivation of the Network SIM-Lock:

· All mobile phones from S3Com to C1x:
The SIM-Lock can be deactivated by entering either the correct network code (4 up to 8 digits) or the network master code. In case the phone is blocked due to three wrong attempts of entering a network code, only the network master code can remove this blocking.
After the SIM-Lock function has been deactivated a new network code can be entered at any time. In this case the SIM-Lock feature is activated again and the phone will only accept cards of that type which was used during reactivation.
Both the network code and the network master code are given to the network operator and are not handled by Siemens!

· All mobile phones beginning with C25:
The SIM-Lock can be deactivated only by entering the correct network master code. A special network code (as for older models) is not necessary anymore.
When this master code is entered a second time the SIM-Lock feature becomes available again but as prepared (see above). To activate the SIM-Lock now the same procedure as described above is needed to be done.
The network master code is given to the network operator and is not handled by Siemens.


MMI-Sequence:
#0000*[8 digit network master code]#



4. Service Provider SIM-Lock

In addition to MCC and MNC the SPI of a specific service provider is added to the configuration file of the phone.
After the phone is switched on it will compare MCC and MNC stored in the configuration file with the first 5 digits of the IMSI and the SPI will be compared with the data in the appropriate data field of the SIM card. Registering to the network will only be started when the codes are identical.

Optionally, the phones can be prepared for this type of SIM-Lock. The procedure is the same as with Network SIM-Lock.

Swap RF/control boards normally are only offered prepared.

The deactivation/reactivation procedure is similar to Network SIM-Lock.

MMI-Sequence:
*#0001*[8 digit master service provider code]#



5. 1:1 SIM-Lock

In this case the complete IMSI of the SIM card will be stored in the configuration file of the phone.
After the phone is switched on it will compare this data with the IMSI of the SIM card. Only when both codes are identical the connection will be successful. This means the phone can only be used with one single SIM card.

In this case the phones will only be delivered as prepared for this SIM-Lock type. The procedure is the same as with Network SIM-Lock.

Swap RF/control boards normally are only offered prepared.

Deactivation of the 1:1 SIM-Lock:

· All mobile phones from S3Com to C1x:
This SIM-Lock can only be deactivated by entering a master code.
Reactivation is only possible by entering a second master code. After this code is entered the phone will be prepared for this SIM-Lock type which means that the phone will automatically lock on the SIM card inserted by its first switching on.
Both master codes are given to the network operators and are not handled by Siemens.

MMI-Sequence:
a) Deactivation:
*#0005*[8 digit master code]#



b) Reactivation:
*#0007*[8 digit re-activating code]#

· All mobile phones beginning with C25:
The deactivation has not changed.
But reactivation will be done by entering the same master code again (no second master code is necessary furthermore). After reactivation the phone is prepared for this SIM-Lock type.

MMI-Sequence:
*#0005*[8 digit master code]#



6. Network Subset SIM-Lock

Together with the MCC and MNC two additional digits of the IMSI will be compared with every switching on if this SIM-Lock type is activated. Registering to the network will only be started when the first 5 digits and these two additional digits of the IMSI are identical with the stored data in the phone.
In this case only specific SIM cards from one specific network operator can be used (only cards where these two specific digits are identical).

Optionally, the phones can be prepared for this SIM-Lock type. The procedure is the same as with Network SIM-Lock.

Swap RF/control boards normally are only offered prepared.

The deactivation/reactivation procedure is similar to Network SIM-Lock.

MMI-Sequence:
*#0004*[8 digit master network subset code]#



7. Optionally, two, three or all four mentioned SIM-Lock types can be activated at once while all activated SIM-Locks using the same data (MCC, MNC etc.).
In this case every single SIM-Lock type must be deactivated separately.

Optionally, the phones can be prepared for two, three or all four SIM-Lock types. The procedure is the same as with Network SIM-Lock.

Swap RF/control boards normally are only offered prepared.

Activation and deactivation must be carried out for every single SIM-Lock type separately as described above.



8. SIM-Lock Codes

The above mentioned SIM-Lock Codes will be distributed to the Network-/Service-Provider directly as soon as the phones will be delivered. 
These codes will be sent via e-mail or stored on diskette(s).
Together with the SIM-Lock prepared swap boards the codes will be sent to the LSO. With every change of such a board the provider will be informed from the LSO about IMEI no. and SIM-Lock Code.



9. SIM-Lock Level

For internal purposes different “level” for the different SIM-Lock types have been defined:

Level 1:
Network SIM-Lock
Level 2:
Service Provider SIM-Lock
Level 3:
Level 1 + Level 2
Level 4:
1:1 SIM-Lock
Level 5:
Level 1 + Level 4
Level 6:
Level 2 + Level 4
Level 7:
Level 1 + Level 2 + Level 4
Level 16:
Network Subset SIM-Lock
Level 17:
Level 1 + Level 16
Level 18:
Level 2 + Level 16
Level 19:
Level 1 + Level 2 + Level 16
Level 20:
Level 4 + Level 16
Level 21:
Level 1 + Level 4 + Level 16
Level 22:
Level 2 + Level 4 + Level 16
Level 23:
Level 1 + Level 2 + Level 4 + Level 16



10. With the following procedures the SIM-Lock status of a mobile phone can be checked without SIM card inserted:

*#06#
push left softkey twice
or
*#0606#
push left softkey once

Which procedure is practicable depends on software version and mobile phone. For all newer types (as C25 and S25) the second procedure is applicable.



11. SIM-Lock prepared

As described above all SIM-Lock types can be provided prepared (swap boards are only prepared). In this case the phone will lock automatically to the SIM card which was inserted when the phone makes its first connection to a network (again please see above).
CAUTION:
The phone needs about one to two seconds to read the necessary information from the SIM card.
In case the phone is switched off by removing the battery before this time period is over the information in the phone’s memory is not complete. With the next try to switch on the phone the error message “wrong software” will be displayed.
As a consequence, the software could be destroyed and the phone/board must be returned to a Level 3 repair centre.
Always switch the phone off by using the ON/OFF button.
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